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2Universidade Federal do Pará – Belém – PA – Brazil
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1. Introduction

With the rapid development of nanotechnology and wireless communication, small, low
power, implantable and wearable devices have gained increasing popularity. These de-
vices are commonly used for diagnosing and monitoring various medical conditions, pro-
viding timely data [1, 2, 3]. In general, they collect vital or non-vital physiological data
such as heart rate, body temperature, blood pressure and respiratory rate [4]. Then, these
devices transfer the gathered data to a final destination, such as a hospital repository [5, 6].
The use of wired communication in the data transmission, despite effective, limits the ap-
plication of medical devices because it can cause discomfort to users and constraint user’s
mobility [6]. Differently, wireless communication allows wearable devices to monitor
patients while they continue their daily activities, without the need of being physically
in a hospital [7, 6]. Hence, today a large number of wireless wearable devices monitors
users anytime and anywhere, such as smart watches, fitness tracker and smart glasses,
improving users’ quality-of-care without disturbing their comfort [8].

Due to the large number of applications and the great potential to offer a better life
to users, wearable devices are a trend. Market estimates the use of over 3 billion wear-
able wireless sensors by 2025, being over 30 percent of them new types of sensors that are
emerging [9]. Among big companies such as Nike, Jawbone, Fitbit and Garmin, it is com-
mon to find a fitness tracker well received by the market. The two big technology players
on the market, Microsoft and Apple, also have their own wearable devices; they have in-
troduced the Apple Watch and the Microsoft Band, respectively. These devices, besides
also being a fitness tracker, provide phone calls and text messaging alerts, UV monitoring
and digital assistants [10, 11]. The success of these devices are very well-known. Apple
did not disclose specific sales numbers for its Apple watch in 2017, but the company said
its sales have risen 50 percent compared to the previous year [12]. Following the trend,
the pharmaceutical industry is also embracing the wearable technology. Some companies
have been experimenting with ingestible pills that can capture all sorts of biometric data.
Helius, for example, is a consumable pill developed by Proteus Digital Health used in
healthcare scenarios. Once ingested, the pill is able to indicate if prescribed medicines
are taken and how the organism is responding to them [13].

Wearable devices are vulnerable to a broad range of cyberthreats [14]. Once these
devices collect and exchange users health data, that are sensible, securing them is very
important. When an adversary with malicious intention detects a vulnerability, it opens
an opportunity to perform an attack through a varied set of attack vectors. A recent study
shows that 94 percent of healthcare institutions reported having been victims of cyberat-
tacks [15]. Therefore, the lack of security may not only lead to loss users’ privacy, but it
may also allow adversaries to introduce bogus data or modify/suppressing legitimate data,
inducing erroneous diagnosis [16]. Further, wearable devices operate in environments
with open access by various people, such as hospital or medical organization, which are
also prone to attackers [17]. The nature of wireless channel makes the data vulnerable to
eavesdropping, modifications, and injection [18].

The main goal of this deliverable is to identify security vulnerabilities in wear-
able devices, the types of attack vectors, and the existing countermeasures for healthcare
applications. Section 2 introduces the characteristics of wearable devices, since the ar-
chitecture until the type of sensors, and the main wireless communication technologies
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employed by these devices. Section 3 presents the concept of attack vector and shows
generic examples for attacks on wearable devices and its countermeasures. Finally, Sec-
tion 4 concludes this derivable presenting the final remarks.

2. Wearable devices
A wearable device is defined as an autonomous device, noninvasive, and that performs a
specific function in general related to the body, such as monitoring a patient’s health. This
section provides an overview of wearable devices, presenting the state-of-art architecture,
surveying the classes of sensors employed by them and presenting the most popular com-
munication technologies for wearable devices.

2.1. Architecture

Figure 1 illustrates the generic architecture of a wearable device. In general, a wear-
able device comprises of sensors, low power computation (processor), communication
(transceiver), low capacity storage, and display. The sensor collects physiological sig-
nals from the body and then, convert the collected signals in raw data. Depending on the
monitoring task, different types of sensors may be used. We detail the different classes
of sensors and the basic body-to-signal transduction method for each type of sensor in
the next subsections. The collected data may be preprocessed and displayed in the own
device, or the sensor can transmit the collected preprocessed data (alternatively, data can
be compressed) to another device (e.g., a smartphone) through a close-range transceiver,
assuming the sensor is equipped with a wireless communication transceiver that follows
one of the body-area network technologies, such as bluetooth or Near Field Communica-
tion (NFC). In this deliverable, we focus on the later case, where the prevailing wireless
technologies used in these transceivers are referenced in Subsection 2.3. The device that
receives data through the close-range communication may be the final destination or the
gateway to forward the data to final destination. When reaching the final destination, data
is processed and displayed either in a graphical format or as a numerical value [19].

Sensor Display

Processor

Storage

Transceiver

Figure 1. The Generic Architecture of a Wearable Wireless Device.

2.2. Sensors for human activity monitoring

In this subsection, we describe the main types of sensors for monitoring human activi-
ties. Being fundamental elements of the whole monitoring system, the sensors should
accurately measure the physiological parameters over a long duration. Thanks to the
rapid development of microelectronic, micromechanics, integrated optics and other re-
lated technologies, we are enabled to find various types of smart sensors to sense and
measure data efficiently and faster, with low energy consumption and low processing re-
sources [20]. In the next subsections, we highlight the main types of sensors and briefly
describe the main characteristics related to each type.
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2.2.1. Mechanical sensors

Mechanical sensors are involved in sensing of mechanical movements in an indirectly
way. Based on physical principles such as conductive materials resistivity and capaci-
tive change, they are used for medical applications like the monitoring of heart rate, lung
volume, body movements and so many others. Due to the large amount of mechanical
sensors, in this section we will review their main subcategories. The first reviewed sub-
category is the Piezoresistive sensors. The piezoresistive effect is the basis for sensors
on this category. This effect consists in an electromagnetic response when a conductive
material (ex. nickel, chrominum) suffers a mechanical deformation. The poisson ratio
measures the piezoresistive effect taking as basis the phenomenon in which a material
tends to expand in a perpendicular direction to the direction of compression. When the
material elongates, it contracts in the transverse direction of elongation, modifying the
cross-sectional area of the conductive material (conductor). The resistance R of a con-
ductive material is expressed as:

R = ρL/A,

where ρ is the resistivity, L is the length of the conductive material, and A is the cross-
sectional area of the conductive material. However, a deformation may change the resis-
tance of the conductive material, due to changes in L and A [21].

Figure 2. Piezoresistive sensors [21].

Due to simple design and high sensitivity, the sensors of this subcategory are
widely used in wearable electronics to detect human physiological movement. Figure 2
shows an example of a typical piezoresistive sensor, which consists of a thin film con-
ductor on a silicone elastomer. When stretched, the conductor changes the geometrical
form, changing then the electrical resistivity. Once in the human body, these sensors are
able to detect and quantify movements. Figure 3 shows an example of results from an
piezoresistive sensor employed to estimate the chest movement from a respiratory pro-
cess [20]. In the plots, the Y axis represents the variation of the resistance (left graph) and
the approximate lung volume (right graph), while the X axis shows the time passage in
both graphs. We see that both curves show almost the same behavior. Consequently, the
piezoresistive sensors use this resistance change behavior to measure and predict the lung
volume with relative precision.

The second subcategory of mechanical sensor covered in this deliverable is the
capacitive sensor. Widely used in electronic touch screens, these sensors are based in
parallel-plate capacitors that collect data based on the pressure [20]. While piezoresistive
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Figure 3. Variation of resistance in piezoresistive sensors and the variation of
lung volume over time [21].

sensors are based on changes of the resistance of conductive materials, the capacitive
sensors measure changes in the capacitance of a capacitor. The capacitance of a capacitor
follows the equation:

C = εA/d,

where ε is the permittivity of the cavity between two plates, A represents the over-
lap area of the plates, and d the distance between the two plates. Figure 4 shows an exam-
ple where the distance between plates are altered by an external pressure (d and d′). The
applied pressure leads to a change in the capacitance, enabling to measure the pressure
applied over the capacitor. As mentioned, the parallel plate capacitive sensors dominate
the commercial market. Consumer electronics and industrial applications already employ
these sensors. Recent trends propose using them to mimic tactile sensation, detect joint
bending and map the body pressure.

Pressure

d d'

Figure 4. Schematic diagram of capacitive sensors.

The last subcategory of mechanical sensors presented in this deliverable is the
Piezoelectric sensor. The Piezoelectric effect occurs in piezoelectric materials, such as
tourmaline, quartz, topaz, and it is the basis for the sensing mechanism for these sensors.
Figure 5 shows an certain material that, when subjected to mechanical stresses, produces
a change in their electric polarization. This change in the polarization (V and V ′) is the
piezoelectric effect and manifests as a measurable voltage across the material. Based on
the change in electrical polarization inside the material, one can measure the pressure
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applied over it. Applications of this technology include skin-mounted sensors for tactile
sensation, finger bending motion detection and biomechanics characterization [20].

V V'
Stress

Figure 5. Schematic diagram of piezoelectric sensors.

2.2.2. Electrical sensors

Biopotential is a voltage produced by a tissue of the body, particularly muscle tissue
during a contraction. For example, in each heartbeat, a special group of cells, that have
the ability to generate electrical activity on their own, separates charged particles and
then leaks this charged particles into the cells. This produces electrical impulses in the
pacemaker cells, which spread over the heart, causing contractions on it. Due to the
conductivity of the human body, these impulses manifest on the body’s surface. This
characteristic allows the creation of the electrocardiogram (ECG or ECK), allowing the
measure of the electrical activity of the heart over a period using electrodes placed on the
skin. A broad range of physiological relevant biopotentials also uses this concept, such as
electromyogram (EMG) and electroencephalogram (EEG), both used in the diagnosis of
neuromuscular and brain disorders, respectively.

Electrical sensors measure changes in electrical resistance of the skin or measure
changes in capacitive or conductively coupled charge at the skin surface. The major
challenge for this kind of sensors is to establish a good electrical contact with the skin
when the skin is dry, oily or electrically resistive. The quality of the data gathered by the
sensor depends on the electrical impedance (opposition that a circuit presents to a current
when a voltage is applied) of the electrode-skin-body interface.

There are two major types of electrical contacts: wet electrodes and dry electrodes.
The wet electrodes consist in a solid conductive electrode interfaced to the skin via an
electrically conductive adhesive or a hydrogel. The prolonged use of these gels hydrate
the skin, reducing the electrical impedance, resulting in a good electrical contact with the
skin. Not all application allows the use of wet electrodes. Many of them require a repeated
placement and removal of the wearable device. Dry electrodes eliminate the need of an
electrolyte material and rely on a direct contact with the skin. Usually, they are made
of gold and/or other biocompatible materials, such as cobalt and titanium to avoid any
chemical reactions with the biofluids, such as sweet and saliva, and/or immune reactions
by the skin. Besides that, they are usually ultrathin, low-modulus and stretchable [20].
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2.2.3. Optical sensors

When a light source introduces light into the body through the skin, the transmission, ab-
sorption and scattering properties associated with the human skin can reveal information
about the health of underlying organs through the light back reflected. Figure 6 illus-
trates optical sensors under a light source, where the wavelength can range from UV into
deep infrared, depending on the needed penetration depth, and an optical detector which
captures the light [20].

Scattering

Absorption

Reflection

Light source Optical detector

Blood vessels

Figure 6. Schematic diagram of optical sensors.

The Apple watch, as example, uses an optical sensor to measure heartrate. It es-
sentially tests how much red or green light it can see when looking at the skin on the wrist.
Blood is red because it reflects red light and absorbs green light, so when your heart beats,
there is more blood flow in the wrist, and more green light absorption. Between heart-
beats, there is less absorption of green light. Due this changes in the optical properties of
the skin, the watch can extract the heartrate and oxygenation of the user [12].

2.2.4. Electrochemical sensors

Chemical sensors are one of the most common sensors today and are extensively used in
standard blood and urine tests. The vast majority of these sensors require a direct contact
with the chemical solution to detect a particular chemical component. Once the skin is a
nearly perfect barrier for the most chemicals, it is a great challenge to extract biomarkers
from the body in a reliable and non-invasive manner. To accomplish this, a non-invasive
wearable chemical sensor must take advantage of the biofluids secreted from the body,
such as saliva, sweat and tears. In this way, the chemical sensors have access to chemical
substances without any invasive procedure [20]. Electrochemical sensors are composed
of two electrodes and a contacting sample solution, which constitute the electrochemical
cell. There are two major classes of electrochemical sensors the potentiometric and the
amperometric ones.

Potentiometric sensors rely on measuring a potential response associated with
an chemical substance, where the signal measured is the potential difference between the
two electrodes. The potentiometric sensor electrodes are coated with a membrane that

8



allows the passage of only one ionic species that will dominate the voltage between them.
Amperometric sensors involve electron transfer processes across the electrode/solution
interface and rely on measuring the current signal when a potential is applied between the
two electrodes. The applied potential is used for driving an oxidation/reduction reaction of
the target chemical substance while resulting current signal proportional to the chemical
component concentration.

2.3. Wireless communications for wearable devices

Among their different applications, wearable devices may be the solution for ambulatory
monitoring during normal daily activities for prolonged periods of time. This makes it
possible to gather a high quantity and a variety of user’s data. In order to overcome the
inconvenience of a constant monitoring, the main features that a wearable device must
present are: comfort; non-intrusiveness and non-obtrusiveness; do not require skillful
preparation to wear; and do not require accurate positioning.

These devices may transmit the collected data through a close-range transceiver to
another device, which will process and display the collected data. Assuming that conven-
tional transmission in wearable sensors are traditionally handled by wires, user’s mobility
and comfortableness are severely hindered and there is a great risk of system failure [22].
A more favorable approach to transmit the data collected by sensors comes through the
use of wireless communication technologies.

The most traditional wireless communication technologies for wearable devices
are NFC [23], ZigBee [24] and Bluetooth [25]. All these communication technologies are
used because they can offer a low-cost, low data-rate communication with long battery
life, and present very low complexity. However it is possible to find devices that operate
under cellular, 3G, and other radio frequencies communication technologies [5, 26]. In
fact, more technologies wearable devices support, easier for them to be integrated with
other applications [26].

In short, RF technology dominated the wireless communication in the wearable
devices. The problem is that many factors can influence the transmission/reception of a
radio signal. The most common issues are radio interferences, electromagnetic interfer-
ences and antenna issues. Interferences can come from a vast number of sources, since
microwave ovens, and wireless equipment until police radar, electrical motors [27]. Be-
sides that, if an malicious user supplied by a radio frequency device can work on promis-
cuous mode to intercept and read any packet that arrives from the radio frequency, this
can lead to several attacks, which we discuss in Section 3 [28].

3. Attacks vectors and countermeasures on wearable devices

Establishing confidentiality and privacy between communicating peers is still an issue in
different contexts where solutions based on asymmetric keys are not viable, such as wear-
able devices and wireless body area networks made up of heterogeneous and resource
constrained devices. The approaches or paths followed to assault a computer system or
network is called attack vector [29]. One adversary can achieve one attack by exploit-
ing stereotypical thinking, processing ability, inexperience, truth bias and other attack
vectors [29]. With great popularity of wearable devices using short-range low-power
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communication technologies, the number of information available for a privacy attack in-
creases. Once that these devices can gather and store various kind of data, they often are
considered the prime targets for attackers.

Malicious attackers may eavesdrop on traffic between the nodes and the remote
medical personnel and then inject messages, replay old messages, spoof, and ultimately
compromise integrity of device operation. If successful, such behaviors can not only in-
vade user’s privacy but also suppress legitimate data or insert bogus data into the network
leading to unwanted actions (e.g., drug delivery) or preventing legitimate actions (e.g., no-
tifying doctor in case of and emergency). Some demonstrations, already have shown that
if an adversary with malicious intent can bypass the security mechanism of these devices,
causing damages ranging from invasion of privacy to the threating life of the user [28]. In
an attack demonstrated by Jerome Radcliffe, utilizing the ID of the device, he was able to
took control of an insulin pump and was capable to command the pump to inject insulin at
every three minutes, leading to a hypoglycemia or even stop insulin delivery [30]. Since
that wearable devices are prone to a variety of attack vectors, in what follows, we focus
on the communication related to attack vectors.

3.1. Security and Privacy Requirements

The security and privacy of user-related data are two indispensable components for the
security of wearable devices. Data security is the guarantee that the data is securely stored
and transferred; and the data privacy is the guarantee that the data can be only accessed
and used by an authorized user [31]. In the following, we show the security and privacy
requirements.

Confidentiality: Data, device information, and device system configurations
should be accessible only to authorized devices. User’s data must always be kept con-
fidential at the wearable device or at the display device. Besides that, the devices should
be resilient to any compromise attacks; that is, compromising one device should not help
the adversary to gain access from the data stored at that device or elsewhere. In fact,
ideally the adversaries should not be able to determine that an user has a wearable device.
However, it is not always possible to hide the existence of the device. In these cases, the
adversaries should not be able to determine the device’s ID or even what type of device
and sensors that user is wearing. The ID information may allow an unauthorized access
and could result in deeper invasions and the device type and sensors may allow an indirect
type of eavesdropping, which could harm the patient’s life.

Integrity: Data, device information, and device system configurations should not
be modifiable by unauthorized devices. In wearable devices the user-related data may be
vital, and modified data would lead to disastrous consequences. In short, the device must
be able to detect modification of data at end users and check then during storage periods,
in order to discover potential malicious modification [32].

Availability: Data, device information, and device system configurations should
be accessible when requested by authorized devices [32]. In wearable devices, the user-
related data may be vital, and making an authorized user unable to access the data would
lead to disastrous consequences [7].
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3.2. Adversary Classes

To discuss about the attack vectors that may occur in wearable devices, we must be define
a model which establish all resources available for the adversary. The following attacks
described in this section consider attacks by one or by the two following adversarial mod-
els:

• Passive adversaries. Such adversaries have the capability to eavesdrop commu-
nications on the wireless channel between transceiver and the display. We assume
that the adversary possesses all the equipment to capture record and analyze the
acquired signal from the transmissions, independent of the communication tech-
nology applied on the wearable device.

• Active adversaries. These adversaries are capable to do everything that a passive
adversary can do and they can generate signals to send commands to the proces-
sor/transceiver and the display, modify messages in transit or even just block them,
not letting them reach the destination.

3.3. Passive Attacks

A passive attack is characterized by the attacker listening communications, without any
attempt to break into the device or change data. Thus, either a passive or an active adver-
sary may do these attacks. Even though a passive attack sounds less harmful, the damage
in the end can be just as severe if the right type of information is obtained.

3.3.1. Eavesdropping

Due to the broadcast nature of wireless medium, wireless communication is extremely
vulnerable to eavesdropping attack [33]. Being the most common attack to privacy,
the eavesdropping consists in an adversary snooping any unencrypted data transmitted
through the medium. Doing that, the adversary could easily discover the communica-
tion contents, putting in risk the user’s privacy. An example of this attack was presented
in [34]. Using a software radio platform, the authors are able to eavesdrop on wireless
communications of a popular insulin pump on the market and, since that the device does
not employ any privacy mechanism, they are able to eavesdrop the data in a clear text
form. After reverse-engineering the device’s communication protocol and packet format,
they are able to create a legitimate data packet, which is accepted by the insulin pump,
containing misleading information, e.g., an incorrect reading of the glucose level, control
command for stopping/resuming of insulin injection, and control command for immedi-
ately injecting a dose of insulin into the human body. Therefore, an adversary can force
a wrong insulin therapy which may cause hyperglycemia (high blood glucose) or hypo-
glycemia (low blood glucose) and endanger the patient’s life [35].

Countermeasures: The most commonly used security approaches to confront
the eavesdropping attack rely on cryptographic encryption techniques. The technique’s
objective is to offer an end-to-end protection to the communication, even if transmit-
ted through a wireless medium. By using an encryption method, the data is converted
from a readable form to an encoded version that can only be decoded by another entity
if they have access to a decryption key. Although encryption is effective, it has an ex-
pressive computational cost and secret key distribution and management problem. The
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traditional public key cryptography requires a great quantity of computational processing
and communication capabilities. Thus, it is not well suited for the resource-constrained
environment of wearable devices. In that case, the use symmetric ciphers are better option
for such requirements [28]. However, the symmetric key distribution scheme suffer with
the problem of trust between two devices that share a secret symmetric key.

3.3.2. Traffic Analysis

Even when the messages transferred are encrypted, it still leaves a high possibility analysis
of the communication patterns. Identifiable traffic features, such as packet size, frequency
of a packet and the packet inter arrival time, can potentially reveal enough information to
enable an adversary to identify user’s activities [36]. The traffic analysis when aggregated
or combined with other sources of information, for example, the knowledge of the com-
munication behavior from a sensor when a critical event is happening (e.g. A heart failure,
high body temperature and others) may reveal information about user’s health [37].

Countermeasures: A commonly used technique to defend against traffic analy-
sis is packet padding, setting all packets to the same length. This strategy usually incurs
significant communication overhead; hence, it is not an ideal solution [36]. Traffic mor-
phing, is another strategy to avoid the traffic analysis. The concept of this countermeasure
is to morph the network traffic from one class to another. For example, morph the traffic
generate by a wearable device to looks like a VoIP or a web-browsing application. De-
spite effective, is expected a increment in the communication overhead due to increased
payloads [38].

3.4. Active Attacks

In contrast with passive attacks, active attacks involves an adversary attempts to gain any
information by the introduction of data into the network as well or even changing data
within the network. To achieve that, the adversary can utilize any resource available and
can actively participate in the communication. For example, the adversary may deprives
another device’s access to a network, it can also pretends to be a particular device of a
system to gain access to another device or even alters packet header addresses to direct
a message to a different destination. Due these characteristics, the active attack can only
be done by and active adversary. However, it must be emphasized that passive attacks are
often preparatory activities for active attacks [39].

3.4.1. Denial of Service

An effective way to cause wearable device access interruption is by physical destruction.
Although effective, the attacker may not be able to have a physical access to the device,
making it a useless attack vector. A most elegant way to deny a service consists in an
active adversary disrupting the network in a way that stops legitimate users from accessing
the device [40]. For example, Figure 7 shows an adversary disrupting the connection
between the wearable device and the display device. On the other words, the adversary
is executing a Denial of Service Attacks (DoS). The DoS main purpose is to interrupt
specific resources or services on the network and with this, compromise the access by
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legitimate users. One of the ways to make services inoperative, for example, is to overload
the target (e.g. links or servers) with a significant volume of requests. In general, the
volume of requests directed to a particular victim is much larger than your processing
capacity, overloading it easily. The DoS attacks presented in this deliverable are classified
according to the protocol network layer used to carry out the attack, following the Open
System Interconnect (OSI) model.

Sensor Display

Processor

Storage

Transceiver

Adversary

Figure 7. The Generic Architecture of a Wearable Wireless Device under an Denial
of Service Attack.

At the physical layer, the proliferation of wireless communication technology
makes the medium attractive target for saboteurs [41]. The exposed nature of wireless
links, makes that any device connected at them can be easily attacked by jamming tech-
nology [42]. To achieve a jamming attack, the attacker will need a jamming device that
continuously emits electromagnetic energy on the medium. This constant noise results in
a great decrease of the SNR, resulting in a large number of packet collisions. Besides the
increase the overall network latency, a study shown that the packet collision have a great
impact on the battery usage [43].

Countermeasures: A logical countermeasure to jamming attack vector is to put
the devices to sleep when identified that a jamming is occurring. To identify if the attack
ends, the devices will wake periodically and test if the channel still jammed. This will not
prevent the Denial of Service attack; however, it could significantly increase the life of
device by reducing power consumption. Despite to offer a longer battery life, the latency
still be compromised by the jammer [44]. Another strategy for defending against jamming
is to have devices collaboratively identify the jammed region and then route traffic around
it. Through this strategy, the devices can effectively identify multiple paths that provide
high availability. [45]. Despite effective, in the medical context, this solution may not be
applicable. Many works already show that multihop transmission has a higher delay and
lower transmission power compared to the one-hop topology. The multihop configuration
involves overheads along with its network operation; as increasing the number of hops
could lead to a high complexity [7].

The link layer has a sublayer called MAC layer, which concern is in the sharing of
the medium among the devices. To fulfill its duty, the MAC layer offers MAC protocols,
which require a cooperation between nodes to arbitrate channel use. However, the coop-
eration required by these protocols making them particularly vulnerable to DoS attacks.
An interrogation attack, also Known as the ”sleep deprivation torture”, may drain the bat-
teries in only a few days. They exploit the RTS/CTS handshake that many MAC protocols
use to mitigate the hidden-node problem. An attacker can exhaust a node’s resources by
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repeatedly sending RTS messages to elicit CTS responses from a targeted [44].

Countermeasures: This attack is so lethal that, sometimes, the best solution is
the retreat. Channel surfing, for example, involves devices changing the channel they are
communicating on when a denial of service attack occurs. In this countermeasure, if an
adversary has disrupted the medium, all devices change their channel assignment to a
new channel in order to avoid adversary’s interference. Though seemingly simple, imple-
menting these basic strategies, however, may a very difficult task as reliably coordinating
multiple devices switching to new channels faces the usual challenges of distributed com-
puting: asynchrony, latency, and scalability [46].

Some routing protocols at network layer require that devices announce themselves
to their neighbors through broadcast hello messages. Hello flooding is an attack that abuse
of these protocols and does not require any encryption knowledge. In the routing proto-
cols, a device that receives such a hello message may assume that it is within a radio range
of the sender device. However if an adversary starts to broadcast, with large transmission
power, a very high route quality to the display device it could tempt the device to use
its route. If the adversary are sufficiently far away from the receiver device, all packets
sent by the device are sending into oblivion. This scenario leaves the device in a state
of confusion, once that the route isn’t within that device’s radio range, compromising the
device’s reliably [47].

Countermeasures: A countermeasure to hello flood attacks is using authentica-
tion protocols, which verifies the bi-directionality of a link. In these counter measures,
two devices share the same secret key. This key is generated on fly during the com-
munication, ensuring that only reachable devices can decrypt and verify the transmitted
data [47].

The transport layer manages end-to-end connections. The protocols at this layer
can be connection-oriented or connectionless-oriented. In connection-oriented protocols,
after receive a connection request, the device insert an entry in the SYN queue and per-
form a handshaking to set up an end-to-end connection [44]. The SYN flood attack occurs
when a adversary send connection requests in rapid succession, without ever completing
the connection, filling the device’s SYN Queue. This situation may overwhelm the re-
sources of the device to the point where it becomes unresponsive, or even crashes [48].

Countermeasures: A connectionless protocols are immune to this type of attack,
but they might not provide the necessary transport-layer functionality to applications [44].
In the connection-oriented protocol, SYN cookies is a countermeasure to these attacks.
Instead of open connection on the beginning of the handshaking, through the SYN cook-
ies, the connection is establish at the end of the handshaking. This technique is used to
protect the device’s SYN Queue from filling up under SYN floods [49].

At the application layer, an adversary might attempt to overwhelm network nodes
with sensor stimuli, causing the wearable device to forward large volumes of data, con-
suming network bandwidth and draining device’s energy. For example, in mechanical
sensors an adversary can overstimulate it to create a data flow, which will drains the de-
vice’s battery rapidly.

Countermeasures: A way to avoid this attack is set sensors with fixed readings
intervals. In that way, a sensor will send their data only after a certain period, indepen-

14



dently of the stimulus applied to the sensor. However, it is not in all sensors that this
countermeasure can be applied; some of them must send a data after a desired stimulus
occurs. In those cases, a way to mitigate this attack is by carefully set a minimum stim-
ulus to send data. If those counter measures still not reduce the problems, Rate-limiting
and efficient data-aggregation algorithms can also reduce these attacks’ effects [44].

3.4.2. Man-in-the-middle

A Man-in-the-middle attack may looks like a kind of eavesdropper attack. An adversary
comes in between two devices, i.e. Figure 8 shows the wearable device and the display
device, and all the communication between them goes only through the adversary. After
put itself in-between the communication, the adversary secretly impersonates both the
devices to one another and, if necessary, alters the communication between them. In the
medical context, such attacks are even more dangerous. If done right, an adversary not
only have access to data being sent and received, they can also input their own data, which
threats the patient’s life.

Sensor Display

Processor

Storage

Transceiver

Adversary

Figure 8. The Generic Architecture of a Wearable Wireless Device under an Man-
in-the-middle attack.

Countermeasures: Since a man-in-the-middle attack can succeed only when the
adversary can impersonate each device to the satisfaction of the other, crucial point in
defending against man-in-the-middle is authentication. Authentication protocols in the
wearable devices are substantially different from that classic protocols adopted in com-
puter systems. First, device’s constraints do not allow classic protocols to operate effi-
ciently. Second, like discussed at Section 3.1, wearable devices require access polices of
dynamic nature. Therefore, they must adopt access control policies to mitigate unautho-
rized access, however when a life threatening medical event takes place, they should offer
a more permissive access control policies [32].

3.4.3. Impersonation

Impersonation attacks are also called spoofing attacks. In these attacks, the adversary
assumes the identity of another device, thus receiving messages directed to the device
that it fakes. For example, Figure 9 shows an adversary impersonating and display de-
vice. This attack is dangerous because, usually, they would be one of the first steps to
a deepest intrusion, which may be used for carrying out further attacks. Depending on
the access level of the impersonated device, the intruder may even be able to reconfigure
the device so that other attackers can easily join or he could remove security measures
to allow subsequent attempts of invasion. Besides that, a compromised device may also
offer to the adversary access to encryption keys and authentication information [50]. In
wearable devices, such attacks can be used to harvest further information regarding the
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patient therapies or to feed falsified information to the display device which can delay the
response to the needs of the patient and in some cases endanger her life [28].

Sensor Display

Processor

Storage

Transceiver
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Figure 9. The Generic Architecture of a Wearable Wireless Device under an Im-
personation attack.

Countermeasures: A countermeasure to impersonation is through the authentica-
tion. Once that the device is able to identify another legitimate device, it is able to prevent
impersonation. Like discussed at the previous section, the constraints and requirements of
authentication protocols at the wearable devices make authentication process much more
difficult.

4. Final considerations
This deliverable provided a review of the wearable devices in terms of architecture, sen-
sor’s behavior and communication technologies. With that information, the goal of this
deliverable was to investigate how an adversary can explore those characteristics to pro-
ceed an attack and how to protect from attacks. Therefore, this deliverable also presented
a definition of attack vector, it showed the adversary classes and a list of possible attack
vectors in wearable devices. This information may allow understanding the concept be-
hind an attack, which could result in improvements in the countermeasures for them. In
summary, the research registered in this deliverable has significant importance in provid-
ing a better security for wearable devices that will no doubt truly affect our future. We
believe this deliverable may be a source of information towards the future privacy solution
design in this project.
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